
2023 SCHEDULE-AT-A-GLANCE Please refer to infosecworldusa.com for updated information.

MONDAY, September 25
7:00 AM - 8:15 AM Registration and Continental Breakfast  CORONADO BALLROOM FOYER (EO)

8:15 AM - 8:30 AM WELCOME REMARKS presented by John Whelan  CORONADO BALLROOM (EO)

8:30 AM - 9:00 AM OPENING KEYNOTE:  The New Cyber Threat Landscape presented by Rachel Wilson  CORONADO BALLROOM (EO)

9:00 AM - 9:15 AM Embracing Evidence-based Asset Intelligence While Killing Your Assumptions presented by Brian Contos  CORONADO BALLROOM (EO)

9:15 AM - 10:15 AM Expo Opens and Morning Break  VERACRUZ HALL (EO)

Fiesta 2 Fiesta 4 Fiesta 5 Fiesta 6 Coronado E Coronado G Monterrey 1 Yucatan 

10:15 AM - 11:05 AM A1 Top 10 Azure 
Security Tips from 
10 Years of Securing 

B1 Public Company 
Cybersecurity: Impli-
cations of New SEC 

C1 When and Why 
to Move Cybersecu-
rity Out of IT

D1 The Uber CISO 
Prosecution and 
What It Means 

E1  Lessons Learned 
from a Policy Stack 
Transformation

F1 Scouting the 
Adversaries: Utilizing 
ATT&CK to Assess 

G1 Why the Dark 
Web Markets Matter 
to Your Organization

H1 Q&A with Rachel 
Wilson
World Pass Only

Azure Applications Rules for Managing 
Cyber Risk 
World Pass Only

for Your InfoSec 
Program

Your Defense

11:10 AM - 12:05 PM A2 Recipe for Secur-
ing Your APIs

B2  Realities of 
SBOM: What is 
Under the Hood of 
SBOM?

C2 The National Cy-
bersecurity Strategy 
- How the Private 
Sector Can ‘RSVP’ 
to the President’s 
Invitations

D2 Ready and Will-
ing: How to Find the 
'Diamonds in the 
Rough'

E2 Handling Risks 
from AI Coding 
Assistants

F2 An Executive 
Guide to Red 
Teaming

G2 How Does Social 
Engineering Work 
- From Planning to 
Execution

H2 Confessions of a 
QSA: Navigating PCI 
DSS 4.0

12:05 PM - 1:30 PM Lunch served in Expo  VERACRUZ HALL (EO)

12:15 PM - 1:15 PM Power Lunch: The Never-Ending Deluge of Vulnerabilities presented by ESET  MONTERREY 2

1:40 PM - 2:30 PM A3  Data Privacy 
Panacea Web3 vs. 
Web3.0 Case Study

B3 Does Your 
DevSecOps Pipeline 
only Function as 
Intended?

C3 The Secret Weap-
on of Deal Making: 
The (Hidden) Value 
of Risk-Manage-
ment Data

D3 Does Cyber 
Insurance Actually 
Cover Anything?

E3 Why Spoof When 
You Can Own?

F3 CMMC, GLBA, 
NSPM-33: Whatev-
er the Federated 
Standard Is, Are You 
Ready? 

G3 Creating a Next 
Generation GRC 
Program

H3 Latin America's 
Data Privacy Laws: 
Navigating Risks 
and Comparing with 
GDPR

2:40 PM - 3:30 PM A4 New Finance 
Means New Heists: 
State of Hacking in 
the DeFi World

B4 The Threat of 
Quantum Comput-
ing and the Strate-
gic Drive Towards 
Cryptographic 
Modernization

C4 Ask the CISOs 
World Pass Only

D4 I Feel the Need 
- The Need for 
Speed[y] Recovery: 
Controlling Business 
Interruption

E4  Measuring In-
sider Risk Program 
Effectiveness

F4 Misinformation 
in the Age of Gener-
ative AI

G4 Career Benefits 
and Pathways of 
Cybersecurity Ap-
prenticeships

H4 Many Ways to 
Hack MFA

3:30 PM - 4:00 PM Afternoon Break in Expo  VERACRUZ HALL (EO)

4:00 PM - 4:25 PM A5 Security in an 
Application-Centric 
World (EO)

B5 How Can Modern 
PAM Help Build 
Identity Threat 
Detection and Re-
sponse? (EO)

C5 Navigating Risk 
Reduction and Cy-
ber Insurance (EO)

D5 How (and Why) 
to Think Like a 
Threat Actor in the 
Cloud (EO)

E5 How to Build an 
Effective Cyberse-
curity Governance 
Framework (EO)

F5 Anatomy of 
Digital Fraud (EO)

G5 Governance Is 
Dead: How Machine 
Learning Can Save 
GRC and IGA (EO)

H5 Modernize your 
SIEM Architecture to 
Address Tomorrow’s 
Security Threats 
(EO)

4:30 PM - 5:00 PM KEYNOTE: How Paris Hilton’s Cell Phone was Hacked and Why it Still Matters presented by Scott Shapiro  CORONADO BALLROOM (EO)

5:10 PM - 5:35 PM KEYNOTE presented by Chad Koslow  CORONADO BALLROOM (EO)

5:35 PM - 7:00 PM Welcome Reception in Expo sponsored by TruOps  VERACRUZ HALL (EO) 6:00 - 7:00 PM 
Meet & Greet, Book 
Signing with Scott 
Shapiro YUCATAN  
World Pass Only

TUESDAY, September 26
6:30 AM - 7:15 AM Fun Run/Walk CASITAS COURTYARD (EO)

7:30 AM - 8:15 AM Continental Breakfast CORONADO BALLROOM FOYER (EO)

8:15 AM - 9:15 AM KEYNOTE: Fireside Chat with Iranga Kahangama and Parham Eftekhari CORONADO BALLROOM (EO)

9:15 AM - 9:30 AM Cryptomining in Containers: Securing Kubernetes with Carbon Black CNDR presented by Joshua Knox CORONADO BALLROOM (EO)

9:30 AM - 10:30 AM Expo Opens and Morning Break  VERACRUZ HALL (EO)

Fiesta 2 Fiesta 4 Fiesta 5 Fiesta 6 Coronado E Coronado G Monterrey 1 Yucatan 

10:30 AM - 11:20 AM A6 Chaos to Control: 
The Importance of 
Recovery Tiering

B6 Incentivizing 
the CIO to Prioritize 
Security

C6 Incident Re-
sponse: Lessons 
from CRA’s Cy-
bersecurity Buyer 
Intelligence Survey 
World Pass Only

D6 Some Legal 
Perspectives on 
ChatGPT and What 
It Means for Your 
InfoSec Program

E6 How to Harness 
the IT Security 
Powers of the New 
PCI-DSS v4.0

F6 Penetration 
Testing for NOT 
Dummies

G6 Powering Up the 
Cybersecurity Work-
force by Keeping an 
Eye on the I

H6 Ten Legal Issues 
for CISOs

World Pass Holder Exclusive Session Technical Level Designations: LOW MEDIUM HIGH(EO) Expo Only Access

  

Visit infosecworldusa.com for more details.

$1295$1295
Main ConferenceMain Conference

(Gov’t. / Non Profit)(Gov’t. / Non Profit)

$1595$1595
Main ConferenceMain Conference

$2995$2995
World PassWorld Pass

MARK YOUR CALENDARS

September 23 – 25, 2024
Disney’s Coronado Springs Resort



World Pass Holder Exclusive Session Technical Level Designations: LOW MEDIUM HIGH(EO) Expo Only Access

10:45 AM - 11:35 AM A12 Security Stra-
tegic Alignment to 
the Organization for 
Managers & Leader-
ship using the STS 
Model 

B12 Vulnerability 
Management: 
Lessons from CRA’s 
Cybersecurity Buyer 
Intelligence Survey 
World Pass Only

C12 The NIST AI 
Risk Management 
Framework: Some 
Legal Perspectives

D12 Shining a Light 
on SBOMs to Guide 
us along the Way

E12 The United 
States' Quest to Ad-
dress Data Privacy 
and Security

F12 Do You Want to 
Play a Game?  Artifi-
cial Intelligence and 
Decision Making

G12 We Need a Com-
pliance Control for 
Retraining Cyberse-
curity Professionals

H12 Machine 
Readable Repre-
sentations of Cyber 
Adversary Behavior 
with STIX

TUESDAY Continuted —

11:30 PM - 1:00 PM Lunch served in Expo  VERACRUZ HALL (EO)

11:30 PM - 12:30 PM Power Lunch: Freedom Works Here presented by South Dakota: Freedom Works Here  MONTERREY 2

Fiesta 2 Fiesta 4 Fiesta 5 Fiesta 6 Coronado E Coronado G Monterrey 1 Yucatan 

1:05 PM - 1:55 PM A7 Late Breaking 
Session

B7 Should I Trust 
ChatGPT to Review 
My Program?

C7 Hacking Into A 
Cyber Career—One 
Year On

D7 Quantum Cyber 
Readiness: Skating 
to the Puck without 
Getting Hit!

E7 Europrivacy: The 
First EU Accept-
ed Certification 
Scheme Addressing 
Art 42 of GDPR 

F7 Breaking Barriers: 
Climbing the Career 
Ladder for Women 
in Cybersecurity

G7 Battling Bots: 
How Current De-
fenders Deal with 
Automation

H7 Time After Time: 
Preparing for the 
SEC's New Timeline 
for Incident 
Reporting

2:05 PM - 2:55 PM A8 Unmasking the 
Godfather - Reverse 
Engineering the Lat-
est Android Banking 
Trojan

B8 Chief Incident 
Scapegoat Officer 
(CISO)?

C8 Benefits of Legal 
and CISOs Uniting 
in a Post-Uber and 
Twitter World

D8 Vulnerability 
Management in 
Elastic Infrastruc-
ture, Getting Over 
Old Ideas of Pre- 
Production

E8 Continuing the 
Conversation - Some 
Legal Perspectives 
on ChatGPT and 
What It Means for 
Your InfoSec 
Program 
World Pass Only

F8 Beyond Burnout: 
Where We are Today 
and What We Need 
to do Now

G8 Selling Security 
to Executives

H8 Cyber Risk 
Management from a 
CISO's Perspective

2:55 PM - 3:35 PM Afternoon Break in Expo  VERACRUZ HALL (EO)

3:35 PM - 4:25 PM A9  Zero Trust and 
Third-Party Risk: 
Reduce the Blast 
Radius

B9 Cyber Resilience: 
It’s Not Just About 
Technology

C9 Stress Manage-
ment for Security

D9 NIST Cyberse-
curity Framework 
2.0 - What's Coming 
& What Do I Do 
About It?

E9 Attacker's 
Perspective: An Ex-
ploration of How an 
Attacker Views your 
Applications

F9 Benefits of 
Incorporating User 
Experience (UX) into 
Enterprise DevSec-
Ops Processes

G9 How to Develop 
an Effective and 
Resilient Cyber 
Security Program

H9 Realizing PCI-
DSS Compliance 
Through a Software 
Defined Perimeter 
(SDP) Zero Trust 
Model

4:30 PM - 4:55 PM A10 Make Better 
Risk Decisions to 
Prevent Future Cy-
ber Attacks (EO)

B10  How AI and 
Cyber Converge for 
a Full Lifecycle of Cy-
ber Resilience (EO)

C10 How to Ap-
proach the new SEC 
Cyber Risk Manage-
ment Rules (EO)

D10  LIVE Hack: See 
How Cyber Gangs 
Get into Your Sys-
tems (EO)

E10 Getting Ahead 
of a Breach (EO)

F10 From Relent-
less Adversaries to 
Resilient Businesses 
(EO)

G10 Bend, Don’t 
Break: Cyber Resil-
ience in a Hostile 
World (EO)

H10 Late Breaking 
Session

5:00 PM - 5:30 PM KEYNOTE PANEL: Follow Today’s CISO Leader moderated by Todd Fitzgerald, Panelists: Nicholas Bruno, Diana Kelley, Larry Whiteside (EO)

5:30 PM - 7:00 PM Networking Reception in Expo; Passport to Prizes announced at 6:15 PM  VERACRUZ HALL (EO)

WEDNESDAY, September 27
7:30 AM - 8:15 AM Continental Breakfast, CORONADO BALLROOM FOYER (EO)

8:15 AM - 9:30 AM KEYNOTE PANEL:  CISO Leadership for Harnessing the Power and Managing the Risks of Artificial Intelligence moderated by Tom Scurrah, Panelists: Greg Berkin, 
Parham Eftekhari, Cheryl Nifong  CORONADO BALLROOM

Fiesta 2 Fiesta 4 Fiesta 5 Fiesta 6 Coronado E Coronado G Monterrey 1 Yucatan 

9:45 AM - 10:35 AM A11 Human Risk in 
Cybersecurity and 
Privacy: How the 
Public Web Threat-
ens your Organi-
zation

B11 The Application 
Security State of 
the Union

C11 - Neurodiver-
gents and Cyberse-
curity: Swipe Right

D11 Healthcare Se-
curity is Homeland 
Security

E11 The Wander-
ing CISO: Lessons 
Learned from Life 
on the Road

F11 The State of 
Passwordless Au-
thentication

G11 Deserving the 
Budget You Need

H11  Legal Qualifi-
cations of a Digital 
Security/Privacy 
Expert Witness

2023 SCHEDULE-AT-A-GLANCE Please refer to infosecworldusa.com for updated information. ADDITIONAL LEARNING 
OPPORTUNITIES
PRE-CONFERENCE WORKSHOPS AND SUMMITS
Saturday, September 23

• Continental Breakfast 8:30 AM Fiesta Foyer

• W1 Adversarial Purple Teaming Workshop (Day 1) HANDS ON Fiesta 5 

• W2 Cloud Security Masterclass: A Practitioner’s Guide to Securing AWS & Azure Infrastructures 
(Day 1)  HANDS ON Coronado G Requires separate registration

   
• Zero Trust Summit Fiesta 6

Sunday, September 24

• Continental Breakfast 7:30 AM Fiesta Foyer

• W1 Adversarial Purple Teaming (Day 2) HANDS ON Fiesta 5

• W2 Cloud Security Masterclass: A Practitioner’s Guide to Securing AWS & Azure Infrastructures 
(Day 2)  HANDS ON Coronado G Requires separate registration 

  • W3: A CISO’s Guide to Cultivating Board Support Workshop Yucatan

• W4 Advanced Cubicles & Compromises Workshop HANDS ON  8:00 AM -12:00 PM  Fiesta 6

 
• W5 Analysis 101 for Incident Responders Workshop HANDS ON 1:00 PM - 5:00PM Fiesta 6

   

POST-CONFERENCE WORKSHOPS AND SUMMITS
Wednesday, September 27

• Grab ‘n Go Lunch 11:45 AM La Mesa Patio

• W6 Data Science for Cyber Security HANDS ON Monterrey 2

• W7 SOC Fundamentals Workshop HANDS ON Coronado E

• W8 Cloud Native Application Architecture Threat Hunting Monterrey 1

• W9 Foundational Zero Trust Network Security Workshop HANDS ON Coronado G
 

Thursday, September 28

• Continental Breakfast 8:30 AM Fiesta Foyer 

• Cloud Security Summit Fiesta 5

• Identity and Access Management Summit Fiesta 6

• Fundamentals of Critical Infrastructure Protection for 
Cybersecurity Executives and Practioners Summit Yucatan


